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DETAILED ACTION 
Claim Objections 

1 . Claims 1 5 and 1 6 are objected to because they are depending on a claim that 
has been canceled by the applicant. For the purpose of examining, examiner 
assumes claim 15 and 16 depending on claim 13. Appropriate correction is 
required. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

fa^ A oatent may not be obtained though the invention is not identically disclosed or described as set 
0* i'n ec on 102 of this title, if the differences between the subject matter sought Jo be P^ten^^^^ ^nd 
he prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 , 5, and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mooney et al, hereinafter "Mooney". (US/6351 81 3B1) In view of Guski et al, 
hereinatter "Guski", (US/671 1 679B1 ). 

4. As per claims 1 , 5, and 27, Mooney discloses the "Access Control/Crypto 
System" invention, which teaches a method for securely transmitting data in a 
computer network (internet) including in a plurality of computers, which have 
processor and memory (Col 3 lines 35-60). Mooney teaches a method of 
transmitting encrypted data using the password over an unsecured channel (Col 
2 lines 1-1 1 and Col 3 lines 35-42). Mooney also teach the method of 
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transmitting the password In a secure channel to use for encrypting/decrypting 
the data. Mooney invention also is capable of providing a secure bi-directional 
file transfer system to protect sensitive information transmitting from one party to 
another (Col 2 lines 1-24). However, Mooney does not teach specifically the 
following: sending a request from a first computer to a second computer prior to 
establishing a secure connection; receiving a response from the second 
computer, whereby the response from the second computer, whereby the 
response informs the first computer that the second computer accepts encrypted 
data. Nevertheless, Guski discloses the "Public Key Infrastructure Delegation- 
invention, which teaches the method of sending a request from a client to a 
server to establish a secure connection. The method includes a handshaking 
process, which includes the responding from the server that is ready to accept 
the encrypted data (Col 2 lines 33-53). Therefore, it is obvious at the fime of the 
invention was made for one of ordinary skill in the art to incorporate Guski 
teaching to initialize the request to start the secured channel for transferring the 
password to encrypt data to send back and forth. 



5. Claims 2 and 3 are rejected under 35 U.S.C. 103(a) as being unpatentable 
Mooney et al, hereinafter "Mooney", (US/6351813) in view of Guski et al. 
hereinafter "Guski", (US/671 1679B1) and further in view of Van Oorschot 
(US/631 7829B1). 
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6. As per claims 2 and 3, Mooney and Guski disclose the method as described in 
claim 1 . However, IVIooney and Guski do not further teach the sending a second 
password based on an even automatically, and the second password replacing 
the password as the encryption key. Nevertheless. Van Oorschot does teach a 
method of replacing the password when it is expired (Col 6 lines 21-32). 
Therefore, it is obvious at the time of the invention was made for one of ordinary 
skill in the art to incorporate Van oorschot teaching with Mooney and Guski 
method to ensure a high security level of encryption at all time. 



7. Claims 4 and 7 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Mooney et al, hereinafter "Mooney", (US/6351813) in view of Guski et al, 
hereinafter "Guski", (US/671 1679B1) and further in view of Tachibana. Noriyuki 
(JP363039228A). 

8. As per claims 4 and 7, Mooney and Guski disclose the method as described in 
claims 1 . However, Mooney and Guski do not teach the changing the password 
using the counter as part of the password and incremented the counter after 
each transmission. Nevertheless, Tachibana, Noriyuki discloses the "Secret 
securing system" invention, which teaches a method of using of the inputted digit 
as part of the password (also well known in the art as Counter) as password 
information and the time interval of the inputting a password to check the validity 
of the password (See the Constitution and Abstract); It is obvious at the time of 
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the invention was made for one of ordinary sl<lll in the art to incorporate the timer 
(counter) as part of the password to expire the password or ensure the validity of 
the password before accessing a secured resource (See the last sentence of the 
constitution). Since the password transmission increment the input digit of the 
password, it is also obvious that the transmission input digit here can be preset to 
expire the password or initialize the sending of a replacement password (See the 
2"" and 3"^ sentence of the Constitution). 

9. Claims 8, 9. and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mooney et al, hereinafter "Mooney", (US/6351813) in view of Guski et al, 
hereinafter "Guski", (US/671 1679B1) and further in view of Eberle et al (US- 
4249180). 

10. As per claims 8, 9, and 10, Mooney and Guski disclose the method and the 
apparatus as described in claim 1. However, Mooney and Guski do not teach: 
the method of encrypting the data selectively; selection is based on determining 
a sensitivity of the data; analyze and determine the data packet is encrypted or 
not before deciphering it. Nevertheless, Eberle et al disclose the "Past 
dependent microcomputer cipher apparatus" invention, which includes all the 
features above. Eberle et al teach the use of the predetermined control 
characters of the encoded data to selectively encrypting or deciphering (Col 1 
lines 5-10). The predetermined control character can be used to mark the 



Application/Control Number: 09/594,51 7 P^Se < 

Art Unit: 2135 

sensitive data. Therefore it would be obvious at the time of the invention for one 
of ordinary skill in the art to combine method and as well the apparatus of Eberle 
et al with Scheldt method to ensure the integrity of the data file and to prevent 
hacker snooping the data content (Col 1 lines 20-25). Further more. Eberle et al 
invention mainly focus on a hardware apparatus. Nevertheless, the anticipation 
of using software instead of hardware to carry out the task is also clearly taught 
(Col 1 lines 45-55). 

11. Claims 11, 12, 17, 19, 20, and 24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mooney in view of Guski, and further in view of Nendell et al, 
hereinafter "Nendell", (US/668321 B2). 



12. As per claims 11, 12, 17, 19, 20, and 24, Claim 1 is incorporated. However, 
neither Mooney nor Guski teaches the sending a password from the first 
computer system to the second computer system. Nevertheless, Nendell 
discloses the "Verification of Identity of Participant in Electronic Communication- 
invention, which teaches a method of transmitting a password from the first 
computer to the second computer to unprotect (decrypt) the information (Col 3 
lines 31-51 ). Therefore, It is obvious at the time of the invention was made for 
one of ordinary skill in the art to incorporate both teaching to allow the security 
initiation process of the sender and the receiver. 
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13. Claims 13, 15, and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mooney in view of Guski, further in view of Nendell, and 
further in view of Van Oorschot. 

14. As per claims 13, 15. and 21 , Mooney, Guski and Nendell disclose the method 
as described in claims 11, 13. and 19. However, Mooney, Guski, and Nendell do 
not further teach the sending a second password based on an even 
automatically, and the second password replacing the password as the 
encryption key. Nevertheless. Van Oorschot does teach a method of replacing 
the password when it is expired (Col 6 lines 21-32). Therefore, it is obvious at 
the time of the invention was made for one of ordinary skill in the art to 
incorporate Van oorschot teaching with Mooney and Guski method to ensure a 
high security level of encryption at all time. 

15. Claims 16. 18, and 23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mooney in view of Guski, further in view of Nendell. and 
further in view of Tachibana, Noriyuki. 

16. As per claims 16, 18, and 23, Mooney, Guski, and Nendell disclose the method 
as described in claims 11.13, and 19. However, Mooney, Guski, and Nendell do 
not teach the changing the password using the counter as part of the password 
and incremented the counter after each transmission. Nevertheless, Tachibana. 
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Noriyuki discloses the "Secret securing system" invention, which teaches a 
method of using of the inputted digit as part of the password (also well known in 
the art as Counter) as password information and the time interval of the inputting 
a password to check the validity of the password (See the Constitution and 
Abstract); It is obvious at the time of the invention was made for one of ordinary 
skill in the art to Incorporate the timer (counter) as part of the password to expire 
the password or ensure the validity of the password before accessing a secured 
resource (See the last sentence of the constitution). Since the password 
transmission increment the input digit of the password, it is also obvious that the 
transmission input digit here can be preset to expire the password or initialize the 
sending of a replacement password (See the 2""^ and 3^^ sentence of the 
Constitution). 

17. Claims 25 and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mooney in view of Guski, further in view of Nendell, and further in view of 
Eberle. 



18. As per claims 25 and 26, Mooney, Guski, and Nendell disclose the method and 
the apparatus as described in claim 19. However, Mooney, Guski, and Nendell 
do not teach: the method of encrypting the data selectively; selection is based 
on determining a sensitivity of the data; analyze and determine the data packet i: 
encrypted or not before deciphering it. Nevertheless, Eberle et a! disclose the 
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"Past dependent microcomputer cipher apparatus" invention, which includes all 
the features above. Eberle et al teach the use of the predetermined control 
characters of the encoded data to selectively encrypting or deciphering (Col 1 
lines 5-10). The predetermined control character can be used to mark the 
sensitive data. Therefore it would be obvious at the time of the invention for one 
of ordinary skill in the art to combine method and as well the apparatus of Eberle 
et al with Scheldt method to ensure the integrity of the data file and to prevent 
hacker snooping the data content (Col 1 lines 20-25). Further more. Eberle et al 
invention mainly focus on a hardware apparatus. Nevertheless, the anticipation 
of using software instead of hardware to carry out the task is also clearly taught 
(Col 1 lines 45-55). 



Conclusion 

19. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

20. Any inquiry conceming this communication from the examiner should be directed 
to Linh Son whose telephone number is (703)-305-8914. 

21 . If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor Kim Y. Vu can be reached at (703)-305-4393. The fax numbers for 
this group are (703)-872-9306 (official fax). Any inquiry of general nature or 
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relating to the status of this application or proceeding should be directed to the 
group receptionist whose telephone number is (703)-305-9600. 

LLS 

Patent Examiner 



